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Abstract. This work presents a numerical approach to the 
modeling of Electromagnetic Interference (EMI) from the 
emissions of ICs and PCBs inside rectangular metallic 
enclosures of network devices. The ICs are modeled as 
small magnetic and electric dipoles. Their interaction with 
the enclosures is studied with the dyadic Green’s functions. 
Several calculation examples of surface current density on 
the metallic walls are given due to dipoles parallel to all 
directions. A Probabilistic Model is created from magnetic 
probe measurements in various types of router devices. 
Monte Carlo simulation is applied in order to perform a 
worst-case analysis. The applications of the above ap-
proach in PCB design are discussed. 
surface current density induced on metallic walls of a rec-
tangular cavity due to magnetic and electric dipole is 
computed.  
It is noticed that the accurate prediction of electro-
magnetic emissions from PCBs is difficult or almost im-
possible. Due to the above, a stochastic procedure is pro-
posed. Routers are the most common high-speed network 
devices in modern networks. A probabilistic model of 
modern router devices will be given, which is based on 
magnetic probe measurements. Monte Carlo simulation is 
applied using both source existence and source amplitude 
probabilistic distributions in order to perform a worst-case 
analysis.  
This paper is organized as follows: Section 2 presents 
the formulation with closed form expressions. Section 3 
describes the high-speed network equipment model created 
based on measurement data and gives electric current den-
sity calculation examples. In Section 4 the Monte Carlo 
simulation details can be found. Finally the conclusions are 
given in Section 5. 
Keywords 
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1.  Introduction 
Electromagnetic interference (EMI) inside metallic 
enclosures is a critical issue during the design stage of 
Printed Circuit Boards (PCBs). It is very important for the 
EMC engineer to be able to perform a worst-case analysis 
of the EMI on the enclosure metallic walls. The placement 
of Integrated Circuits (ICs) on PCBs inside a shielded 
enclosure has an effect on the interference issue. Integrated 
circuits can be modeled in the form of small magnetic or 
electric dipoles. The validity of this modeling has been 
verified after suitable characterizations and measurements 
of several types of telecommunications equipment. 
2. Formulation 
For a rectangular cavity with dimensions a, b and c, 
(a=c=L, b=0.3L), along x, y and z-axis respectively (see 
Fig. 1), the expressions for dyadic Green’s function of the 
electric and the magnetic vector potential are given in [4]-
[5]. The enclosure walls are assumed to be Perfect Electric 
Conductors (PEC). 
For a small electric and a small magnetic dipole 
source placed at r ′  inside the cavity the current densities 
are given: 
Cooray et al. [1] modeled ICs as small electric and 
magnetic current sources and used the dyadic Green’s 
functions for field calculation. The method for measuring 
electric and magnetic dipole moments from ICs is de-
scribed by Goulette in [2]. The interaction between cavity 
walls and internal dipoles can be described by using the 
dyadic Green’s functions [3]. The mapping matrix ap-
proach is subsequently applied [4]-[6]. This approach out-
lines the interaction between the metallic walls inside the 
enclosure and the dipoles. In the present work, the electric 
ˆ ˆ ˆ( ) ( ) ( )e x y zJ r p x p y p z r rδ′ ′= + + − , (1) 
ˆ ˆ ˆ( ) ( ) ( )m x y zJ r m x m y m z r rδ′ ′= + + −  (2) 
r r ′ and where  are the vector positions of the field  and 
the source point, p , p , px y z are the components of the elec-
tric dipole moments, and m , m , mx y z the corresponding 
magnetic dipole moments in the  and zˆyx ˆ,ˆ  directions re-
spectively. The electric and magnetic field induced inside 
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the cavity by the small electric dipole with current density ( )rJ e ′  are given by: 
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r ′r  and where  are the vector positions of the field  and 
the source point, V’  is the source volume over which the 
current density is distributed,  and  are the dyadic 
Green’s functions for the E and H fields due to an electric 
dipole source inside a rectangular cavity. Similarly the 
fields due to a magnetic current density 
eG
= =
hG
( )rJ m ′ are: 
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The coefficients in (7)-(12) are given below: 
0 0
2 2 2 2 2 2
2 , , ,
1 0
, ( ),
2 0
x y z
c x y g c i
m n lk k k k
a b
i
k k k k k k e
i
,
c
π π πω μ ε λ= = = = =
=⎧= + = − = ⎨ ≠⎩
π
r r ′where  and  are the vector positions of the field  and 
the source point, V
 (13) ’ is the source volume over which the 
current density is distributed,  and  the dyadic 
Green’s functions for the E and H fields, respectively, due 
to a magnetic dipole source. The closed form expressions 
for the induced surface current density on the z=c wall (for 
z>z
e
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h
g
´ ) due to the electric dipole moments px, py, pz  and the 
magnetic dipole moments mx, my, mz are given by: 
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Fig. 1. Rectangular enclosure geometry. 
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It is interesting to notice that if in expressions (7), (9) and 
(11) we use y´= 0 then the currents induced due to electric 
dipoles parallel to x and z axis and  the x-component of the 
current due to magnetic dipole parallel to y axis vanish. It 
is evident from equations (7) - (12) that the surface current 
density depends on the cavity geometry, the source fre-
quency (or wavelength) and the source dipole moment. 
Normalization of (4) in terms of wavelength allows for a 
wider interpretation of the results. For example (12) be-
comes: 
 (10) 
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where  
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to the probe location. To measure a magnetic field around a 
current loop or a field with high gradient flux lines the 
EMC engineer must observe the field in two normal orien-
tations at the probe tip and finally select the proper orien-
tation of the probe. It is important to notice that before the 
measurements the operational characteristics of the probe 
must be checked.  
2 2 2
, , ,
2 , 4
x y
g x y
m na b ,π παλ βλ κ κα β
κ π κ κ κ π
= = = =
= = + −
 (15) 
In all numerical results in the following sections the 
normalized expressions have been used.  
Various types of router devices, that are commonly 
used, were measured. These operate at high data speeds 
like Fast Ethernet (100 Mbps) or Gigabit Ethernet 
(1 Gbps). Common emission frequencies for such devices 
are relatively low below 100 MHz. This is due to fact that 
the CPU speed requirements for such equipment are not as 
high as for modern PCs. 
3.  Router Device Model 
Various types of network equipment can include 
multiple source systems within rectangular shielded enclo-
sures. Multiple sources inside the rectangular cavity of 
Fig.1 are assumed. If N possible cavity sources exist and M 
wall points of interest are taken into account then the am-
plitude mapping of every source to a specific point on the 
wall can be represented by an N x M matrix A [4]-[6], 
called mapping matrix. In A, a matrix element ρ
3.2 Model Description 
ij represents 
the disturbance on j
Router devices can be found in every modern net-
work. A typical router photo is given in Fig. 2. Modern 
routers work at high data speeds (100 Mbps or higher). A 
router device has ICs placed not in symmetrical positions 
but in general in distinct areas of the PCB. Based on the 
measurements taken for different router models three dis-
tinct areas can be found in a common router: the RAM area 
where all the router SDRAM ICs are placed, the CPU area 
at the middle of the board and the area where the Fast 
Ethernet transceiver is placed. It must be noticed that all 
modern routers have Fast Ethernet interfaces for both net-
working and management purposes.   
th-point caused by the ith-source. Dis-
turbances caused by multiple sources at the same reference 
wall point can be summed using the principle of superpo-
sition.  
The deterministic values calculated in the mapping 
matrix are accurate enough only if all the source charac-
teristics (magnitude, polarization and phase) are modeled 
correctly. The accurate prediction of electromagnetic emis-
sion from multiple source systems is a difficult or even im-
possible task due to their complexities. A stochastic 
approach like Monte Carlo simulation can be applied. Such 
an approach has the advantage of proving a quantification 
of major trends in multiple source systems.  Fast 
Ethernet area 
3.1 Magnetic Probe Measurements 
In order to have more accurate results for the Monte 
Carlo simulation there is the need to create a generic prob-
abilistic model of a router device based on measurement 
data. The emission levels of various ICs inside different 
routers have been measured. Source existence and source 
magnitude probability distributions have been created for 
the most important operating frequencies based solely on 
measurements. 
CPU area 
RAM area 
 
Fig. 2. A typical router. 
A generic simplified model of a router PCB was created 
(Fig. 3).  
The measurements were performed using the appro-
priate probes Chase MFP9150 (9 kHz–30 MHz) and Chase 
MFP9151 (30 MHz–1 GHz). The probes were connected 
to a Spectrum Analyzer (EMI Receiver) at the peak detec-
tion mode. Probes are oriented in space in order to have the 
maximum coupling with the magnetic field. By applying 
the antenna factors of the probes it is possible to obtain the 
near magnetic field in dB (μΑ/m) at the probe tip.  
To relate the magnetic field measurement to a mag-
netic dipole moment it is necessary to consider the radiat-
ing areas of the corresponding currents loops. By per-
forming measurements in two different distances from the 
loop the magnetic moment can be calculated [1]. It is no-
ticed that the measured field components are very sensitive 
Wall 1 
 
Fig. 3. Simplified router model. 
Wall 4 
RAM Area 
   CPU Area 
Fast Ethernet Area 
Wall 3 
Wall 2 
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For L=0.045λ it has been found that the most probable 
maximum number of sources is 13. They are all placed in 
asymmetrical positions. This type of model has been found 
to be independent of router specific interface cards. The 
source existence and amplitude probability distributions for 
this router model were found. The different router areas 
have different source existence probabilities. These are 
given in Tab. 1. The amplitude distributions found are in 
Tab. 2. 
b)
 
Area Maximum source 
number 
Source 
existence p 
 RAM 7 1.0 
CPU 2 0.7 Fig. 4. Contour plot of wall surface current due to 13 magnetic 
dipoles parallel to x-axis on Wall 1 for L = 0.045 λ 
a) x-component b) y-component. Fast Ethernet 4 0.5 
Tab. 1. Source existence probabilistic distributions for the Rou-
ter model. a)
 
Magnitude 
order p 
1 0.1 
5x10-2 0.6 
L = 0.045 λ 
-1 0.3 2x10
Tab. 2. Magnetic dipole moment magnitude probabilistic model 
for the Router model. 
3.3 Numerical Results  
In all results that follow the sources are assumed to be 
placed at the bottom of the cavity at y´= 0 for L=0.045λ. 
The electric surface current density due to the sum of all 
sources is calculated on 256 x 160 wall points. A plot of 
the surface current density due to 13 magnetic dipoles pa-
rallel to x-axis is given in Fig. 4a and Fig 4b for x and y 
current component  respectively.  
b)
One may notice that the x-component represents an anti-
symmetric behavior while the y current component shows a 
symmetric one. The current values due to y-component are 
an order of a magnitude higher than those of the x-compo-
nent. The similar plot of the surface current density due to 
13 magnetic dipoles parallel to z-axis is given in Figs. 5a,b.  
Fig. 5. Contour plot of wall surface current due to 13 magnetic 
dipoles parallel to z-axis on Wall 1 for L = 0.045 λ 
a) x-component b) y-component. 
a)
The surface current density due to electric dipoles 
parallel to y-axis is depicted in Fig. 6. This current density 
is about two orders of a magnitude less than the one due to 
magnetic dipoles. It is therefore clear that the dominant 
contribution to wall currents is due to magnetic dipoles. 
The anti-symmetric behavior is obvious for Figs. 4a 
and 5b while the symmetric one is shown in Figs. 4b, 5a 
and 6. Especially the y-current component coming from the 
magnetic dipoles parallel to z-axis presents particular in-
terest since it is anti-symmetric and it has the highest 
values (among anti-symmetric components). Due to the  
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fact that the higher induced current values are from mag-
netic dipoles only that type of sources will be used in the 
results to follow. Random source configurations may pro-
duce different results, as it will be shown below. The sur-
face current density y-component due to 13 magnetic di-
poles parallel to z-axis for wall 4 is shown in Fig 7. 
 
Fig. 6. Contour plot of wall surface current due to 13 electric 
dipoles parallel to y-axis on Wall 1 for L = 0.045 λ. 
 
Fig. 7. Contour plot of wall surface current y-component due to 
13 magnetic dipoles parallel to z-axis on Wall 4 for 
L = 0.045 λ. 
The current values on wall 4 are an order of a magnitude 
higher than those on wall 1. Such a difference can be ex-
plained by the fact that the sources are placed closer to wall 
4 than to wall 1 and their number is larger than those close 
to wall 1. The larger values on wall 1 are at the bottom left 
part. This is due to the fact that more sources are placed 
near the left part of the PCB and therefore contributing to 
the left part of the wall. The induced current density on 
wall 4 has the higher values near the wall bottom.   
4.  Monte Carlo Simulation 
Monte Carlo simulation is a powerful tool that has 
been applied successfully in many different engineering 
problems [7]. Monte Carlo simulations that are based on 
probability distributions describing source existence and 
amplitude levels can give a first approximation of the emis-
sion level margins and perform a worst-case analysis. 
Monte Carlo simulations based on probability distri-
butions describing source existence and amplitude levels 
were performed for the router model described above. The 
whole procedure is described below:   
Step 1: Mapping Matrix Calculation. The mapping 
matrices are evaluated using the closed form expressions 
given in section 2.  
Step 2 Loop process: A loop is performed with an 
adequate number of iterations. During the loop process a 
random set of sources is generated according to a known 
probabilistic distribution [8]. All the elements ρij of the 
mapping matrix are multiplied by a Bernoulli random vari-
able, ζi that lies in the set of values [0,1]. The existence of 
source i is modeled using this Bernoulli random variable. 
The result is a new matrix A´ given by [5]:  
11 1 1( 1) 1 1 1
21 2 2( 1) 2 2 2
1
           ....................................               
           ...................................               
.
.
.
          ....................
m m
m m
n n
ρ ζ ρ ζ ρ ζ
ρ ζ ρ ζ ρ ζ
ρ ζ
−
−
′ =A
( 1)..................              n m n nm nρ ζ ρ ζ−
⎡ ⎤⎢ ⎥⎢ ⎥⎢ ⎥⎢ ⎥⎢ ⎥⎢ ⎥⎢ ⎥⎢ ⎥⎣ ⎦
 (16) 
Amplitude distributions can be also applied. In such a case 
different amplitude levels a1,a2,…..,an are assigned with 
probabilities p1,p2,….,pn. The amplitude distribution is 
multiplied with the source existence one. Therefore the 
random variable ζi is then given by:  
i ie iaζ ζ ζ=  (17) 
where ζie the random variable of the source existence dis-
tribution and ζia the random variable of the amplitude dis-
tribution. Matrix A’ is calculated for every iteration.  
Step 3: Statistical processing of the results. After 
the end of the Monte Carlo simulation the statistical proc-
essing begins. The wall points of the probable larger cur-
rent density values are found. The statistical analysis of the 
results involves calculation of the 90th percentile, mean and 
standard deviation values. The 90th percentile gives the 
value below of which lie the 90% of the samples.  
Monte Carlo simulation using both source existence 
and amplitude distribution was applied on the router model 
presented in the previous section. The electric current 
density is found for 15 wall points inside the cavity. The 
positions of these wall points are given in Fig. 8.  
 
Fig. 8. Wall points of interest. 
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Another point worth noticing for all simulation results is 
the fact that in some points the standard deviation values 
are higher than the mean indicating a large dispersion of 
current values. 
After each simulation the statistical results mean, 
standard deviation, 90th percentile are compared with the 
sum of all sources on every wall point. The results are 
presented below. 
Monte Carlo simulation was applied for both opposite 
walls 1 and 4 (Fig. 1) with both amplitude and source 
existence probability distributions. Figs. 9a-9b have the 
Monte Carlo simulation results for the electric surface 
current density y component due to z directed magnetic 
dipoles. 
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Fig. 9. The y-component of induced current on wall points due 
to magnetic dipoles parallel to z axis with non-equal 
magnetic moments after Monte Carlo simulation. The 
results are for the router equipment model for (a) Wall 
1and (b) Wall 4. 
One may notice that the current density is much higher in 
wall 4, due to the fact that more sources are closer to wall 4 
than to wall 1. For wall 1 and 4 the higher current values 
are at wall points 1, 4, 7 at the bottom of the enclosure 
wall. For wall 1 the middle points 7, 8, 9 have all high 
current values. It is observed that there are wall points in 
both walls where the 90th percentile values are much higher 
than the sum of all sources. 
The Monte Carlo simulation results, for the surface 
current density y component due to magnetic dipoles par-
allel to x-axis, are shown in Figs. 10a-10b. An interesting 
observation is that the results now show higher values than 
the previous ones. For wall 1 the sum of all sources is lar-
ger than the 90th percentile values. The higher values are in 
the middle of the wall (4, 5, 6, 7, 8, 9, 10, 11, and 12). In 
wall 4 the higher values are at the bottom wall points (1, 4, 
7, 10, and 13). As in Fig 9 the 90th percentile values at 
these wall points are higher than the sum of all sources. 
90th Percentile Sum of sources
Js (Normalized)
a)
 
 
0
10000
20000
30000
40000
50000
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Wall points
Mean Standard Deviation 90th Percentile Sum of sources
Js (Normalized)
b)
 
Fig. 10. The y-component of induced current on wall points due 
to magnetic dipoles parallel to x axis with non-equal 
magnetic moments after Monte Carlo simulation. The 
results are for the router equipment model for (a) Wall 
1and (b) Wall 4. 
5. Conclusion 
In this work, numerical techniques are combined with 
stochastic procedures, in order to model EMI inside metal-
lic enclosures of router devices. The generic router model 
presented is based on magnetic probe measurements of 
emission levels from ICs inside various devices. This 
router model has its sources placed in asymmetrical posi-
tions in three distinct areas on the PCB. The magnetic 
dipole sources placed in the PCB plane induce the higher 
current values in enclosure walls. The electric and mag-
netic dipole sources normal to the PCB plane induce at 
least two orders of a magnitude less current values. In 
order to perform a worst-case analysis Monte Carlo simu-
lation can be applied. Simulation results have shown that 
due to asymmetrical behavior of the y current component 
due to magnetic dipoles parallel to z-axis the 90th percentile 
presents in some cases higher values than the sum of all 
sources. Therefore Monte Carlo simulation can be a useful 
tool in predicting emission level margins. Similar methods 
can be applied to a variety of equipment. Network equip-
ment manufacturers can easily apply these techniques in 
order to make early risk limiting decisions during PCB 
design process. 
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